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Abstract—Complexity of modern web applications usually
leads to low coverage of test cases which are designed manually. This paper proposes an evolutionary testing strategy
that automatically synthesizes test cases for penetrating web
applications, based on an initial set of data on user interaction
sessions.

I. I NTRODUCTION
Unlike system softwares which often go through a formal
modeling, testing and verification process, web applications
are usually developed by application programmers under
market pressure. It is estimated by WSAC recently that
99% of web applications world wide do not comply with
PCI DSS Standard. 80 − 96% of them have high risk level
vulnerabilities, and 13% can be compromised automatically.
The high frequency of vulnerabilities in web applications
makes testing (rather than formal model checking) a more
productive solution in identifying security vulnerabilities.
On the other hand, static analysis is very expressive and
powerful in finding potential vulnerabilities. For example,
Su et al. uses forward string analysis for identifying the
existence of SQL injection [5]. This is further extended by
Kiezun et al. in backward string analysis that generates precise attack signatures [3]. In test case generation, symbolic
execution also exhibits more versatility in generating test
input that guarantees higher branch and statement coverage.
The static analysis method, however, is limited by the
strength of the back-end constraint solver and usually does
not scale well.
We propose the use of evolutionary testing (see survey by
Harman et al. [2]), assisted by light weight static analysis, for
improving the test coverage of web applications and discovering security vulnerabilities. Starting from a collection of
user sessions, recorded by a web server proxy, we construct
an initial test suite for security testing of a web application.
Then by applying evolutionary testing operations, e.g., cross
over and mutation, the test suite is optimized for its size,
code coverage, and detection of vulnerabilities. The framework (code name GATWEB) has a general fitness function,
which is further customized for each of the popular web
security attacks. GATWEB is currently under development.
We would like to compare it with existing work, e.g., session
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based testing of web applications [4], and evaluate the
effectiveness of the proposed approach.
II. M OTIVATING E XAMPLE
We motivate our technique using one fictitious example called Shopping Cart, which consists of four PHP
servlets: (1) collecting shipping address, (2) uploading credit
card information, (3) reviewing receipts, and (4) checking
out. A user session is maintained using cookies.
The Shopping Cart example suffers from several attacks due to the weak user input validation at server side. It
is possible for an attacker to invoke step 1 and directly jump
to step 4, without entering the credit card information. This
is usually called the workflow attack. In addition, replaying
step 4 can cause multiple charges on the same credit card.
Evolutionary testing technique has a certain advantage in
discovering such attacks. If we regard a user session as a
sequence of HTTP requests and responses, an attack can
be generated by applying cross-over and mutation operators
on existing user session data. Compared with systematic or
random search, this approach is more flexible in practice.
For example, it is not realistic to apply random search in
generating username/password pairs, but evolutionary testing
is not restricted in such applications.
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III. GATWEB F RAMEWORK
The GATWEB framework (shown in Figure 1) leverages a
web application load testing tool called JMeter for collecting
user session data. The efficiency of test suite evolution
depends on three key factors: chromosome representation,
mutation/cross-over operators, and fitness function.

A. Chromosome Representation
Naturally, an HTTP session is a sequence of request/response pairs. Each request is further equipped with a collection of parameters. In GATWEB, a chromosome is a sorted
array of HTTP sessions. Then the distance between two
chromosomes can be defined, with many options available,
e.g., raw text comparator and tree structure comparators that
are frequently used in data mining.
B. Cross Over and Mutation Operators
We use the one point cross over operator and the algorithm
is straight forward: Let C1 and C2 be two chromosomes
(collections of sessions), a cross over operator is defined to
randomly merge the sessions from C1 and C2 . As usual, its
purpose is to propagate effective mutations faster into the
population.
There are many mutation operators available, and the following is a typical set: (1) deletion operator which randomly
removes a session from a chromosome, or an HTTP request
from a session, or a parameter from a request; (2) insertion
operator which randomly inserts sessions, requests, and
parameters; and (3) value change operators which randomly
change the value of parameters.
Light Weight Static Analysis: We use static analysis and
best effort constraint solving for generating constant values
that satisfy or discharge branch conditions. These values are
collected in a global data store for the insertion and value
change operators.
IV. F ITNESS F UNCTION
Fitness functions vary according to the purpose of testing
needs. In the following we briefly introduce several types of
them.
A. Test Suite Reduction
Given a pair (a, b) and a natural number N , where a ∈
[0, N ] and b ∈ [0, ∞]. A function ϕ(a, b) is defined as below:
ϕ(a, b) = (a + 1/b)/N

B. Workflow Attack
Given a servlet S (usually represented by its URL r),
let link(r) be the set of URLs that can be generated
by S. Although it is undecidable to compute link(r), an
over-approximation can be constructed using forward string
analysis. Let it be olink(r).
Definition 4.1: A
sequence
of
HTTP
requests
r1 r2 ...rn rn+1 is a workflow attack if rn+1 6∈ olink(rn ).
The fitness function for discovering workflow attacks is
defined as below:

1 ∃s ∈ C: s is a workflow attack
f2 (C) =
f1 (C) o.t.
The fitness function first guides the search to achieve
coverage measure, while at the same time tries to find a
workflow attack. Our intuition is that a good test coverage
helps to discover vulnerabilities. The fitness function for
cross-site scripting attacks can be defined similarly.
C. SQL Injection Vulnerabilities
The problem can be reduced to a string constraint solving
problem, as shown in [1], [3]. Current work only provides
solution for restricted forms of string equations. To solve
more complex equations needs exploration of a huge solution space. We are interested in developing the fitness
function that guides the search process.
V. C ONCLUSION
This paper states our current position in automatic discovery of web security vulnerabilities using mutation and session based testing. We plan to complete the implementation
of GATWEB and collect data for analyzing the performance
of the proposed approach.
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