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Abstract

Bugs in user input sanitation of software systems often teadulnerabilities. Among them
many are caused by improper use of regular replacement. pelpisr presents a precise modeling
of various semantics of regular substitution, such as tladative, finite, greedy, and reluctant,
using finite state transducers (FST). By projecting an FSTstanput/output tapes, we are able
to solve atomic string constraints, which can be applieddth Ithe forward and backward image
computation in model checking and symbolic execution of ocessing programs. We report
several interesting discoveries, e.g., certain fragmeiitise general problem can be handled using
less expressive deterministic FST. A compact representati FST is implemented in SUSHI, a
string constraint solver. It is applied to detecting vulisglities in web applications.

1 Introduction

User input sanitation has been widely used by programmersstare robustness and security of software.
Regular replacements one of the most frequently used approaches by programntess example,
at both client and server sides of a web application, it isroftised to perform format checking and
filtering of command injection attack strings. As softwaugé in user input sanitation can easily lead to
vulnerabilities, it is desirable to employ automated asiglyechniques for revealing such security holes.
This paper presents the finite state transducer models ofietyaf regular replacement operations,
geared towards automated analysis of text processingarsgr

One application of the proposed technique is symbolic ei@ty10]. In [3] we outlined a unified
symbolic execution framework for discovering command dtin vulnerabilities. The target system
under test is executed as usual except that program inpitseated as symbolic literals. A path condi-
tion is used to record the conditions to be met by the initigut, so that the program will execute to a
location. At critical points, e.g., where a SQL query is sitted, path conditions are paired with attack
patterns. Solving these constraints leads to attack siggsat

1 <?php

2 $msg = $POST["msg”];

3 $sanitized = pregreplace ("A<script«?\>.x?\<\/script«?\>/i","", $msg);
4 saveto_db ($sanitized)

5

>

Listing 1: Vulnerable Sanitation against XSS Attack

In the following, we use an example to demonstrate the ideheofbove research and motivate the
modeling of regular replacement in this paper. Consider B Biippet in Listindg1l, which takes a mes-
sage as input and posts it to a bulletin. To prevent the C3assScripting (XSS) attack, the programmer
callspreg replace() to remove any pair ofscript> and</script> tags. Unfortunately, the pro-
tection is insufficient. Readers can verify tR&lscript></script>script>alert(’a’)</script>
is an attack string. Aftepreg_replace (), ityields<script>alert(’a’)</script>.

We now show how the attack signature is generated, assuhm@rayailability of symbolic execution.
By symbolically executing the program, varial$iesg is initialized with a symbolic literal and let it be
X. Assumed is the regular expressiotscript.*7>.*?7</script.*?>ande is the empty string. After
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line 3, variable$sanitized has a symbolic value represented by string expressjory, and it is a
replacement operator that denotes the effectaref_replace, using thereluctantsemantics (seex?”

in formula). Then at line 4 where the SQL query is submittesltrimg constraint can be constructed as
below, using an existing attack pattern. The equation askis:a JavaScript snippet be generated after
thepreg replace protection?

Xg_e = <script.*7>alert(’a’)</script.*7>

To solve the above equation, we first model the reluctantlaegaplacemenk;_., as a finite state
transducer (FST) and let it b&. The right hand side (RHS) of the equation is a regular egprasand
let it ber. It is well known that the identity relatiold (r) = {(w,w) | w € L(r)} is a regular relation that
can be recognized by an FST (let it b8). Now let.«/ be the composition af#; and.«% (by piping the
output tape ofez; to input tape ofes). Projectinges to its input tape results in a finite state automaton
(FSA) that represents the solutionyof

Notice that a precise modeling that distinguishes the uarregular replacement semantics is nec-
essary. For example, a natural question following the alaonadysis is:If we approximate the reluctant
semantics using the greedy semantics, could the statiysisdie still effectiveThe answer is negative:
When thex? operators in Listin@ll are treated-ashe analysis reports no solution for the equation, i.e.,
a false negative report on the actually vulnerable program.

In this paper, we present the modeling of regular replac¢mgerations.§2 covers preliminaries.
§3 andg4 present the modeling of various regular replacement sersagb introduces tool suppor6
discusses related work7 concludes.

2 Preliminaries

This section formalizes several typical semantics of rgsiibstitution, and then introduces a variation
of the standard finite state transducer model. We introdoogesnotations first. LeE represent the
alphabet andR the set of regular expressions oer If w € Z*, w is called a word. Given a regular
expressiorr € R, its language is denoted &$r). Whenw € L(r) we sayw is an instance of. We
sometimes abuse the notationcag r when the context is clear thais a regular expression. A regular
expressiorr is said to befinite if L(r) is finite. Clearly,r € R is finite if and only if there exists a
constant length bound € N s.t. for anyw € L(r), [w| < n. We assume # X is the begin marker
and $¢ X is theend marker They will be used in modeling procedural regular replacenie§4. Let
3, =2U{#3%}. Assume¥ is a second alphabet which is disjoint with Givenw € (ZUW¥)*, m(w)
denotes the projection o to X s.t. all the symbols it are removed fronw. Let 0<i < j < |w|, i, j]
represents a substring @fstarting from index and ending at — 1 (index counts from 0). Similarly|i]
refers to the element at indéx We use NFST, DFST to denote the nondeterministic and detestio
FST, respectively. Similar are NFSA and DFSA for finite statéomata.

There are three popular semantics of regular replacemamelygreedy reluctant andpossessive
provided by many programming languages, e.gjana.utils.regex of J2SE. We concentrate on two
of them: the greedy and the reluctant. The greedy semaniésstd match a given regular expression
pattern with the longest substring of the input while theic&dnt semantics works in the opposite way.
From the theoretical point of view, it is also interestingdefine adeclarative semantics for string
replacement. A declarative replacemgnt, replaces every occurrence of a regular pattesith c.

Definition 2.1. Let y,w € Z* andr € R (with € ¢ r). Thedeclarative replacementenoted ag; ., is

defined as:
_ [ in if yo S*rs*
oo = {Vimowlr—w | y=vBuandB er} otherwise
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The greedy and reluctant semantics are also callededural because both of them enforcéedt-
mostmatching. The replacement procedure is essentially a Idophwexamines each index of a word,
from left to right. Once there is a match of the regular patterthe greedy replacement performs the
longest match, and the reluctant replaces the shortest.

Definition 2.2. Lety,w € Z* andr € R(with £ ¢ r). Thereluctant replacemerdf r with win y, denoted
asy,_, is defined recursively ag_, , = {vwu,_,} wherey=vpu, v ¢ Z*rz*, B €r, and for every
V1, V2, B, B2, Ha, o € ZF With v = v1Va, B = B1f3o, U = pa izt if V2 # € thenvofr 1 and v €1,
and, if 3, # e thenf, & r. |

Note that in the above definition, “if; # € thenv, 1 & r andv,B 1 ¢ r” enforces left-most match-
ing”, i.e., there does not exist an earlier matchr dfhan 3; similarly, “if B, # € thenB; &€ r” enforces
shortest matching, i.e., there does not exist a shortermuditcthan 3.

Definition 2.3. Lety, w € * andr € R(with € & r). Thegreedy replacementienoted ag;", ,, is defined
recursively ay;",, = {vwu,",,} wherey=vpu, v ¢ Z*rZ*, B er, and for everwy, v, B1, B2, U1, Uz €
S*with v =wivy, B = B, U = H1lz: if vo £ ethenwv,B1 & 1 and if py # € thenvo By €. 1

Example 2.4. Let y = aaawith a € Z, (i) yaa_b = {baab}, v, ., = {ba}, v, ., = {ba}. (ii) yar—p =
{b,bb,bbb}, y. , = {b}, andy,. , = {bbb}. |

Notice that in the above definitions, < r is required for simplicity. In practice, precise Perl/Java
regex semantics is followed for handliege r. For example, in SUSHI, givep=a, r = a*, andw = b,
Y. = {bab} andy", , = {bb}. Whenp € y;_,,, we often abuse the notation and write ifs- y_,,.
given the following lemma. Similar applies g ..

Lemma 2.5. For anyy,w € X* andr € R |y, | = [y, = 1.

In the following, we briefly introduce the notion of FST and Variation, using the terminology in
[[Z]. We demonstrate its application to modeling the detileeaeplacement.

Definition 2.6. Let 2 denoteX U {&}. A finite state transducer (FST) is an enhanced two-tapedeion
terministic finite state machine described by a quintu@e, do, F, d), whereZ is the alphabet() the
set of statesq)p € Q the initial stateF C Q the set of final states, ardis the transition function, which
is a total function of type x € x ¥& — 2Q, |

It is well known that each FST accepts a regular relation Wwhsca subset ob* x Z*. Given
w1, wp € 2* and an FST#, we say(wi, wy) € L(.#) if the word pair is accepted hy7. Let.#3 be the
composition of two FSTs#; and.#>, denoted as#3 = .#1||.#>. ThenL(.3) = {(u,v) | (1U,n) €
L(.#1) and(n,v) € L(.#>) for somen € *}. We introduce an equivalent definition of FST below.

Definition 2.7. An augmented finite state transducer (AFST) is an E5Q, qo, F, 8) with the transition
function augmented to typ® x Z — 29, whereZ is the set of regular relations ovEr |

In practice, we would often restrict the transition funotmf an AFST to the following two types: (1)
Q x Rx X* — 29, In a transition diagram, we label the arc fragto q; for transitionq; € 6(q;,r : w)

dE* - Z* r %) o

@: Id(S* - $* r T%) >,1\I @ Ve

e

Figure 1: An FST fors
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byr: w;and (2)Qx {Id(r) | r € R} — 2%, whereld(r) = {(w,w) | w € L(r)}. In a transition diagram,
an arc of type (2) is labeled &d(r).

Now, we can use an AFST to model the declarative string reptaats; ., for any w € ¥* and
r € R(with € ¢ r). Figure[l shows the construction, which presents an AF8Tabcept{(s,n) | s€
>*andn € s_}. In other words, given any tws,n € ¥*, we can use the AFST to checkrifis a
string obtained frons by replacing every occurrence of patterng with w. We alternatively use FST
and AFST for the time being without loss of generality.

3 DFST and Finite Replacement

This section shows that regular replacement with finite Uaigg pattern can be modeled using DFST,
under certain restrictions. We fix the notation of DFST fitstuitively, for a DFST, at any statg € Q

the input symbol uniquely determines the destination statethe symbol on output tape. If there is a
transition labeled witte on the input, then this is the only transition fram

Definition 3.1. An FST.«/ = (£,Q, %, F, 9) is deterministidaf for any q € Q and anya € Z the following
is true. Lett;,t; € {a, €}, by,by € 28, andqy,qp € Q. q1 =, by = by, andty =1, if g1 € 3(q,t1 : by)
andg € o(q,tz: by). |

Lemma 3.2. Let $¢ = be an end marker. Givenfiaite regular expressione Rwith €  r anday, € Z*,
there exist DFST&/~ and /" s.t. for anyw,wn € Z*: w = W, iff (w$,w$) € L(«/7); and,
W= W, iff (w$,w$)cLl(™).

We briefly describe hows " is constructed fory”,,,, similar is.7~. Given a finite regular ex-
pressionr, and assume its length boundnisLet Z=" = | Jo.;.,Z'. Thene* is defined as a quintuple
(ZU{$},Q,00,F,d). The set of state® = {ds,...,0jz<n } has|Z="| elements, and le® : 2=" — Q be
a bijection. Letgy = %(¢) be the initial state and the only final state. A transitigng’,a: b) is defined
as follows for anyg € Q anda c ZU {$}, letting B = #~1(q): (case 1) ifa# $ and|B| < n, thenb = ¢
andd = #(Ba); or (case 2) ifa# $ and|B| =n: if B & rZ*, thenb= B[0] andd = Z(B[1:|B|]a);
otherwise, lef3 = puv wherey is the longest match af, thenb = w, andq = %(va); or (case 3) if
a=3$, thenb=B", ,$andq = qo.

Intuitively, the above algorithm simulates the left-mosdtohing. It buffers the current string pro-
cessed so far, and the buffer size is the length bourrd &nce the buffer is full (case 2), it examines
the buffer and checks if there is a match. If not, it emits tihgt tharacter and produces it as output;
otherwise, it producea), on the output tape. Clearlys is feasible because of the bounded length. of

4 Procedural Replacement

The modeling of procedural replacement is much more complax that of the declarative semantics.
The general idea is to compose a number of finite state trapssldior generating and filtering begin
and end markers for the regular pattern in the input word. 1k with the reluctant semantics. Given
reluctant replacemer§_, ,,, the modeling consists of four steps.

4.1 Modeling Left-Most Reluctant Replacement

Step 1 (DFST Marker for End of Regular Pattern): The objective of this step is to construct a DFST
(called.271) that marks the end of regular patterngivenS—, . We first construct a deterministic FSA
</ that accepts s.t. & does not have any transition. We us€q,a,q) to denote a transition from
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Figure 2: DFST End Marker

stateq to g that is labeled witha € . Then we modify each final stateof FSA as below: (1) make
f a non-final state, (2) create a new final stét@nd establish a transitionfrom f to f/, (3) for any
outgoing transition f,a,s) create a new transitioff’,a,s) and remove that outgoing transition frofn
(keeping thee transition). Thus the transition is the only outgoing transition &f Then convert the
FSA into a DFST#; as below: for arg transition, its output is $ (end marker); for every othensition,
its output is the same as the input symbol.

Example 4.1. A; in Figurel2 is the DFST generated for regular expresshora’. |

Step 2 (Generic End Marker): Note that on the input tape; only acceptsr. We would like to
generalizesz; so that the new FST (called’) will accept any word on its input tape. For example,
in Figurel2 is a generalization @&, and(ccbbaaccbba#a$) € L(A;).

Step 2 is formally defined as follows. Givery = (ZU {$},Q1,qé, Fi, 1) as described in Step &,
is a quintupleZU {$},Qz, 03, F2, &). A labeling function% : Q, — 2% is a bijection s.t%(q3) = {d3}-
Foranyt € Qandac =: t' € &(t,a: a) iff (') ={s |3Isc B(t)st.s € di(s,a:a)} U {di}. Clearly,
2% models a collection of states s that can be reached by the substrings consumed so fa$ ONote
that there is at most one state reached by a substring, leecqus deterministic. Hence, the collection
of states is always finite. The handling of the oaltransition in« is similar.

Example 4.2. A; in Figure[2 is the result of applying the above algorithm An Clearly, for Ay,
A1) ={1}, #(2) ={2,1}, and#A(3) = {3,1}. Running(ccbhccbb on A; results a partial run to
state 3. Fofccbhcchb), there are five substring pairs to be observ@dbh ccbb), (cbh, cbb), (bb, bb),
(b,b), and (&,€). Among them, only(cbb cbb) and (¢,¢) can be extended to mateh(i.e., cbtat).
Clearly, if run them orAg, they would result in partial runs that end at states 3((j, cbb)) and 1 (by
(g,€)). This is the intuition of havingZ(3) = {3,1} in Ax. The labeling functionZ keeps track of the
potential substrings of match by recording those states diiat could be reached by the substringd.

The following lemma states that; inserts an end marker $ after each occurrence of regularpatt
r, and there are no duplicate end markers inserted (even whpty stringe € r).

Lemma 4.3. For anyr € R there exists a DFSTE s.t. for anyw € z*, there is one and only one
w € (ZU{$})" with (w,an) € L(«%) and w = m(wp) such thatw, satisfies the following: for any
0 <X < |wp|, wp[x] =$iff m(wp[0,X]) € Z*r; and for any I< x < |y, if wp[x] = $, thenap[x— 1] # $.

Step 3 (Begin Marker of Regular Pattern): From .o we can construct eeversetransduceresz by
reversing all transitions in# and replacing the end marker $ with the begin marker #. Theatera
new initial statesy, adde transitions fromsy to each final state in%, and make the original initial state
of % the final state inz3. For example, thég shown in Figur€13 is a reverse Af in Figurel2. Clearly,
(aabbcc#attabbeg € L(Az), andAz marks the beginning for pattern=a*b*c.

Lemma 4.4. For anyr € R there exists an FST#4 s.t. for anyu € ~*, there exists one and only one
v e (ZU{#})" with (u,v) € L(e). v satisfies the following: (iu = r(v), and, (i) for 0<i < |v|:
v[i| = #iff m(vl[i,|v|]) € rZ*, and (iii) for 1<i < |v|: if v[i] = # thenv[i — 1] # #,
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Figure 3: Begin Marker and Reluctant Replacement Transduce

The beauty of the nondeterminism is th& can always make the “smart” decision to enforce there
is one and only one run which “correctly” inserts the labePy incorrect insertion will never reach a
final state. The nondeterminism gives the “look ahead” ability.

Step 4 (Reluctant Replacement)Next we define an automaton for implementing the reluctgpitioe-
ment semantics. Given a DFS#/, let .#; be the new automaton generated fra# by removing all
the outgoing transitions from each final state. 4f. We have the following resultt(.#1) = {s| s€
L(#) N VS <s:s ¢&L(#)}. Clearly.#; implements the “shortest match” semantics. GivenR,
let reluc(r) represent the result of applying the above “reluctant”sfanmation orr.

We still need to filter the extra begin markers during theaepinent process. Given a regular lan-
guage? =reluc(r), let % represent the language generated frghby nondeterministically inserting
#oie, L={u|ue (XU {#) A n(u) e} Clearly, to recognizeZy, an automaton can be con-
structed fromeZ (which accepts?’) by attaching a self loop transition (labeled with #) to eatdte of
. Let %y = % N Zy# (this is to avoid removing the begin marker for the next mjtdlow given reg-
ular language?’ andw € I*, it is straightforward to construct an FS¥y,, , .t. (U,V) € L( g, ()
iff u <. % andv = w. Intuitively, given anyu (interspersed with #) that matchesthe FST replaces it
with w.

An automatone; (as shown in Figurgl 3) can be defined. Intuitively, consumes a symbol on both
the input tape and output tape unless encountering a begken¥a Once a # is consumed/, enters
the replacement mode, which replaces the shortest matchvith «w (and also removes extra # in the
match). Thus, piping it withe directly leads to the precise modeling of reluctant repiaeet.

Lemma 4.5. Given anyr € Randw € Z*, and lete; be o73||<7, then for anyw, w, € Z*: (w1, wp) €
L(#) iff wp = @

4.2 Modeling Left-Most Greedy Semantics

Handling the greedy semantics is more complex. We have &stibsth begin and end markers for the
regular pattern and then apply a number of filters to enswrdahgest match. The first action is to
insert begin markers using’ as described in the previous section. Then the second astionnsert
an end marker $ondeterministicallyafter each substring matchimg Later, additional markers will be
filtered, and improper marking will be rejected. We call tRiST «7;. Givenr € Randw € X*, &
can be constructed so that for amy € 5 andw, € Z5: (wi,wp) € L(o7) iff (i) m(wn) = m(awy), and
(ii) for any 0 < i < |ap|, m(wp[0,i]) € Z*r if wp[i] =$, and (iii) for any 1<i < |ay|, if wp[i] =$ then
wypli — 1] # $. Notice thate7, is different from. in that the $ after a match ofis optional Clearly,
<7, can be modified from# by simply adding arz : € transition fromf (old final state) tof’ (new final
state) ina%, e.g., to add am : ¢ transition from state 4 to 5 i, in Figure[2. Also #:# transitions are
needed for each state to keep the # introducedy

Then we need a filter to remove extra markers so that every &iiscowith a #. Note we do not
yet make sure that between the pair of # and $, the substriagriatch ofr. We construct the AFST
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as follows. Letet = (22,Q,q0,F, ). Q has two stategp andgy. F = {go}. The transition function
0 is defined as below: (id(qo,ld(Z)) = {qo}, (i) 6(o,$ : &) = {qo}, (iii) d(qo,#:#) = {a1}, (iv)
O(o,#:€) ={m}, (V)o(t,1d(X)) = {au}, (vi) (0, $: %) = {do}.

Now we will apply three FST filters (represented by three iigmelationsid(L;), 1d(L2), and
Id(L3)), for filtering the nondeterministic end markinigs, L, andL3 are defined as below:

L1 = Z#i N Z)$2 )
Lo = (S N oreg) N S5 ($2Z5 N rys2s) )
L = 2Z5#(rus N (Z8(Z")us))23 3)

The intuition ofL, is to make sure that the substring between each pair of # asd $natch of.
The motivation oflL, is for preventing removing too many # symbols &% (due to improper insertion
of end markers by7). 1d(L2) handles two cases: (1) to avoid removing the begin marketeatnd of
input word if the patterm includese; and (2) to avoid removing begin markers for the next instaofc.
Consider the following example for case (2): giv&h . and the input wordbab, the correct marking of
begin and end markers should bé#8$#3#$ (which leads tabccbcas output). However the following
incorrect marking could padd(L;) andld(L3), if not enforcing thdd(L,) filter: #3b#a$b#$. The cause
is that an ending marker $ (e.g., the one before theblastay trigger<7; to remove a good begin marker
# that precedes an instancerdf.e., €). Filter Id(L,) is thus defined for preventing such cases.

Finally, L3 is defined for ensuring longest match. Note that filtiiL3) will be applied aftedd (L)
andld(L,) which have guaranteed the pairing of markers and the prapeeits between each pair of
markers.L3 eliminates cases where starting from # there is a substwhegr{ projected t&@) matches
r and the string contains at least one $ inside (implying thatet is a longer match than the substring
between the # and its matching $). Note tt#&t ), 5 refers to a word irE™ interspersed with begin/end
markers, i.e., for anw € (X" )4, |[M(w)| > 0. We also need an FS#,, which is very similar tac.
<7, enters (and leaves) the replacement mode, once it seesging&ed the end) marker. Then we have
the following:

Lemma 4.6. Given anyr € Randw € 2*, let .7y be ||| |27 || a1y || Ad (L) || Za(Ls) 1|94, then for
anyw, wy € 1 wp = Wi, iff (w1, ap) € L(o).

5 SISE Constraint and SUSHI Solver

This work is implemented as part of a constraint solver da8&JSHI [4], which solves SISE (Simple
Linear String Equation) constraints. Intuitively, a SISfuation can be regarded as a variation of word
equation [[13]. It is composed of word literals, string vhatés, and various frequently seen string op-
erators such as substring, concatenation, and regularcexpkent. To solve SISE, an automata based
approach is taken, where a SISE is broken down into a numbatoafic string operations. Then the
solution process consists of a number of backward image atatipn steps. We now briefly describe
the part related to regular replacement.

It is well known that projecting an FST to its input tape (bynving the output symbol from each
transition) results in a standard finite state machine. I&maipplies to the projection to output tape.
We useinput(«/) and output(«/) to denote the input and output projection of an F&T Given
an atomic SISE constraint_., = r», the solution pool ok (backward image of the constraint) is de-
fined as{y | r—w € L(r2)}. Given a regular expression the forward image of;_., is defined as
{u|pea—_eanda € v}. Clearly, letes be the corresponding FST &f ., the backward image can
be computed usingnput(</|[ld(r2)). Similarly, givenp,_., the forward image isutput(ld(u)||.<7).
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Figure 4: SUSHI FST Transition Set
5.1 Compact Representation of FST

SUSHI relies ordk . brics.automaton [15] for FSA operations. We use a self-made Java package for
supporting FST operations_[16]. Note that there are exjdtiols related to FST, e.g., the FSA toolbox
[16]. In practice, to perform inspection on user input, FSE I handle a large alphabet represented
using 16-bit Unicode. In the following, we introduce a cormipeepresentation of FST. A collection of
FST transitions can be encoded &8W@SHI FST Transition S€BFTS) in the following form:

T =0a4d,9:9¢)

whereq, ' are the source and destination statesirthat charsetp = [n;, n,] with 0 < n; < n, represents
a range of input characters, and thatput charsetp = [my, mp] with 0 < my < m, represents a range
of output characters.7 includes a set of transitions with the same source and ddistinstates.7 =
{(q,q,a:b) |ac pandbe ¢}. For 7 = (q,q,¢: ¢), however, it is required that ifpp| > 1 and
|| > 1, thenp = ¢. Forp and@, ¢ is represented using-1, —1]. Thus, there are three types of SFTS
(excluding thee cases), as shown in the followin@ype I:|¢| > 1 and|¢| = 1, thus.7 = {(q,q ,a:
b)|ac @andg = {b}}. Typell:|¢| =1 and |¢| > 1, thus.7 = {(q,q,a:b) |[be ¢ andp = {a}}.
Type lll: |¢| = |@| > 1, thus.7 = {(q,q,a:a) | a€ ¢}. The top-left of Figurd ¥ gives an intuitive
illustration of these SFTS types (which relates the inpak @mput chars).

The algorithms for supporting FST operations (such as yrideen star) should be customized
correspondingly. In the following, we take FST compositasone example. Let’ = (X,Q,q,F,0)
be the composition of7 = (Z,Q1,03,F1,61) and.o = (2,Q2,5, F2, &). Giventy = (t1,t], ¢ : ¢1) in
o/ and 1y = (to,t5, @ : @2) in o, wheregy N @ #0, an SFTS = (51,9, ¢: ¢) is defined fore s.t.
s1 = (t1,t2), 2, = (11,15), and the input/output charset ofis defined as the table in Figu® 4 (note all
entries except for (I,1) produce one SFTS only). For examplhen bothr; and 1, are type I, we have
@ = ¢ and¢ = ¢,. The bottom left of FigurEl4 shows the intuition of the algfum. The dashed circles
represent the corresponding input/output charset.

5.2 Evaluation

We are interested in whether the proposed technique isegffieind effective in practice. We list here
four SISE equations for stress-testing the SUSHI packagse tthat each equation is parametrized by
an integem. eql x;;ﬂb{n n = b{2n2n}ieq2 x . = b{2n,2n}; eq3 X:*Hb{n‘n} = b{2n,2n}; eq4

X iy = b{2n,2n}. The following table displays the running results wheis 41. (more data iri.{4]).
It displays the max size of FST and FSA used in the solutiocgs®.

Equation | FST States| FST Transitions| FSA States| FSA Transitions| Time (Seconds)

eql(41) 5751 16002 125 207 155.281

eq2(41) 5416 5748 83 124 162.469

eq3(41) 631 1565 2 2 492281

eqa(41) 126 177 0 0 14.016
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The technique scales well in practice. We applied SUSHIsnaliering SQL injection vulnerabilities
and XSS attacks in FLEX SDK (see technical repart [4]). Thenmg cost ranges from 1.4 to 74 seconds
on a 2.1Ghz PC with 2GB RAM (with SISE equation size rangirgrfrl7 to 565)@

6 Related Work

Recently, string analysis has received much attentiondoritg and compatibility analysis of programs
(see e.q.[15,12]). In general, there are two interestingctibns of string analysis: (fprward analysis
which computes the image (or its approximation) of the pogistates as constraints on strings; and,
(2) backward analysiswhich usually starts from the negation of a property and mates backward.
Most of the related work (e.gl,][2,111,118]) falls into theagry of forward analysis. This work can be
used for both forward and backward image computation. Coatpaith forward analysis, it is able to
generate attack signatures as evidence of vulnerabhilities

Modeling regular replacement distinguishes our work fravesal related work in the area. For ex-
ample, one close work to ours is the HAMPI string constraimter [2]. HAMPI supports solving string
constraints with context-free components, which are a&dlto regular language. HAMPI, however,
supports neither constant string replacement nor regaf@acement, which limits its ability to reason
about sanitation procedures. Similarly, Hooimeijer andriiég’s work [6] in the decision procedure for
regular constraints does not support regular replacemfentoser work to ours is Yu's automata based
forward/backward string analysis]18]. Yu uses a languaget replacemerit [17], which introduces im-
precision in its over-approximation. Conversely, our gsigl considers the delicate differences among
the typical regular replacement semantics and provideg exurate analysis. Inl[1], Bjgrnetral. uses
first order formula on bit-vector to model string operatiexsept replacement. We conjecture that it can
be extended by using recursion in their first order frameviorklefining replaceAll semantics.

FST is the major modeling tool in this paper. It is mainly imeg by [4,[14/8] in computational
linguistics, for processing phonological and morpholagiwles. In [8], an informal discussion was
given for the semantics of left-most longest matching dhgtreplacement. This paper has given the
formal definition of replacement semantics and has consititre case whereis included in the search
pattern. Compared withl[7] where FST is used for processimangplogical rules, our approach is lighter
given that we do not need to consider the left and right cardgéxe-writing rules in [¥]. Thus more
DFST can be used, which certainly has advantages over NEES&ube DFST is less expressive. For
example, in modeling the reluctant semantics, compareh [@]t our algorithm does not have to non-
deterministically insert begin markers and it does not neddh filters, thus more efficient. It is in-
teresting to compare the two algorithms and measure theigg@erformance by using more DFST in
modeling, which remains one of our future work.

Limitation of the Model: It is shown in [4] that solving SISE constraint is decidablatly worst
complexity 2-EXPTIME). This may seem contradictory withetbonclusion in[[ll]. The decidability
is achieved by restricting SISE as described below. SISHinmesthat each variable appears at most
once and all variables must be appear in LHS. This permitsgalsirecursive algorithm that reduces
the solution process into a number of backward image cortipntateps. However, it may limit the
expressiveness of SISE in certain application scenari®ESupports regular replacement, substring,
concatenation operators, however, it does not supporatpstrelated to string length, e.g., indexOf and
length operators. Itis interesting to extend the frameworgupport mixed numerical and string opera-
tors, e.g., encoding numeric constraints using automatkesaibed by Yiet al. in [A8], or translating
string constraints to first order formula on bit-vectors lagven by Bjgrneret al. [1].

1SISE equation size is measured by the combined length oftamnwords, variables, and operators included in the
equation.
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7 Conclusion

This paper presents the finite state transducer models @fugaregular substitutions, including the
declarative, finite, reluctant, and greedy replacement.ofiact FST representation is implemented
in a constraint solver SUSHI. The presented technique carsée for analyzing programs that process
text and communicate with users using strings. Future titires include modeling mixture of greedy
and reluctant semantics, handling hybrid numeric/strimgstraints, and context free components.
Acknowledgment: This paper is inspired by the discussion with Fang Yu, Teviilté, and Oscar
Ibarra. We thank the anonymous reviewers for very consteicomments that help improve the paper.
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