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Abstract Example 1.1 A log-in page has two text box fields for en-
tering user name and password. Iskthame and sPwd

Recently SQL Injection Attack (SIA) has become a majorrepresent the strings contained in text boxes. Presented be
threat to Web applications. Via carefully crafted user ihpu low is a piece of back-end C# code that constructs SQL
attackers can expose or manipulate the back-end databasetatement on the fly. Here” denotes string concatenation.
of a Web application. This paper proposes the construc-
tion and outlines the design of a static analysis framework SELECT uname, pass FROM users WHERE in uname="

i . . pass=" + sPwd +

(called SAFELI) for identifying SIA vulnerabilities at cem
pile time. SAFELI statically inspects MSIL bytecode of an

ASP.NET Web application, using symbolic execution. At,qer name/password pair supplied. However, if attacker
each hotspot that submits SQL query, a hybrid constraint g niers %dmin' --  ” as user name, and leaves password

solver is used to find out the corresponding user input that pjank the following SQL statement is constructed.
could lead to breach of information security. Once com-

pleted, SAFELI has the future potential to discover more SELECT uname,pass FROM users WHERE
delicate SQL injection attacks than black-box Web security uname=-admin’ -- * AND pass="
inspection tools.

The above SQL query intends to verify existence of the

Since “- " comments out the rest of query, it only veri-

keywords SQL Injection Attack, Symbolic Execution fies existence of user namedmin . The attacker can log

Constraint Solver, Automatic Testing. in without supplying password as long asgmin account
exists. 1
1 Introduction One typical approach against SIA is to filter out special

characters such as single quote and™ However, it does

Web applications have been very successful in E- notwork for more delicate variations, e.g., the attack agfai
Commerce for almost two decades. However, many Webinteger columns in database [1]. Recently, many solutions
applications today suffer from SQL Injection Attack (SIA) are proposed to capture and defend SIA.
[1, 2], when they construct SQL queries on the fly based
on user input. Attackers may be able to trick the back-end e Tainted Data TrackingThe main idea [15] is to track
database of a Web application into executing malicious SQL the data that comes from user input. This can be done
code. This allows to expose, manipulate, and destroy the via instrumenting the run time environment or inter-
back-end database, hence causing great losses. Since SIA preter of the back-end scripting language. When an

is conducted at application level, normal firewall and intru SQL statement is submitted, its syntax tree is first ex-
sion detection at network layer have no defense against SIA. amined. if any of its SQL keywords is identified to be
Consider the following well-known example [1]. from user input, the SQL statement is stopped.



e Intrusion Detection Based on Static Analysldsing
static string analysis technique [6], itis possible to con-
struct a regular expression that conservatively approxi-

2 Motivating Example

This section describes a non-trivial SIA vulnerability

mates the set of SQL statements generated at a hotspahat can not be easily detected by black-box testing tools.
(which submits SQL query). The information can be |t is motivated by the vulnerability example of string size
used to statically analyze syntax correctness of SQL restriction in [1]. Fig. 1 presentsraassage() method that
statements [8] and to model “normal behaviors” of a processes a user input string in two steps. First, it checks
Web application. During run time, any SQL statement whether the input string contains suspicious SQL keywords

not contained in the approximation library will be re-
jected by intrusion detection [9].

e Black-box Testing:Black-box testing [10, 7] can be

such as = ", “OR, and “drop ”. Then it substitutes each
single quote character with’“”, i.e., escape character of
single quote in SQL. Finallynassage()
further protection by restricting the length of the output

tries to provide

used to discover SIA vulnerabilities, by applying a li- \yithin 16.

brary of pre-collected attack patterns. It is fast and ef-

fective, however, without prior knowledge of source Sting massage(Sting strinput)

code, it has difficulty in discovering non-trivial vulner-
abilities.

e SQL RandomizationAs an extension of instruction
randomization [11], SQL randomization [3] instru-
ments a Web application and appends a random num-
ber after each SQL keyword used to build SQL state-
ments. SQL parser is modified correspondingly to ac-

/1. SQL keyword search
if(strinput.IndexOf("--")!=-1
|| strinput.IndexOf("OR")!=-1
|| strinput.IndexOf("drop")!=-1)
throw new Exception(
"Possible SQL Injection Attack: "
)

/I2. massage the data for single quote
String sOut = strinput.Replace("","™);
sOut = sOut.Substring(0,16);

return sOut;

+ strinput

cept randomized SQL keywords. At run-time, since ,
a user injected SQL keyword does not have random
number appended, SIA fails due to syntax error.
Figure 1. String Massage
This paper proposes the construction of a static analysis
framework (called SAFELI) for discovering SIA vulnera-
bilities at compile-time. While the tool is still under déve
opment, it is beneficial to share its main design idea in this
paper. The contributions of this paper are listed below:

The SQL generation statement in Example 1.1 can be
strengthened as below.

"SELECT uname, pass FROM users WHERE \n uname="
+massage(sUname)+ ™ AND pass=" +massage(sPwd)+ ""

1. White-box Static Analysis:SAFELI analyzes byte- Readers can verify that the above code can defend the
code. It relies on string analysis (similar to [9]). How- attack strings in Example 1.1 because ™is filtered out.
ever, it discovers vulnerabilities at compile-time, but Further more, single quote characters will be replaced by
not at run-time. Once implemented, SAFELIis ableto *" "and hence causing no harm. Tinessage() function

generate user inputs as hard-evidence of a vulnerabilin Fig. 1, however, has a very delicate bug. Consider the
ity. following input for user name and password, respectively:

123456789012345’
2. Hybrid-Constraint Solver:SAFELI employs a brand OR uname<>'
new string analysis technique (other than the one used
in [6, 9, 8]). The technique can handle hybrid con-  Notice both strings are 16 characters long. After going
straints that involve boolean, integer, and string vari- through the massage operations, the following SQL state-

ables. Most popular string operations can be handled. ment s generated.

This paper is organized as follows. Section 2 presents AT e e o :;%’Sp‘;‘é';':E,RgR
motivating example to be used throughout the paper. Sec-
tion 3 introduces the general structure of SAFELI. Section  Notice that itsWHERElause is always a tautology. It
4 discusses the symbolic execution framework. Section 5consists of two conditions: (1) whethename is equal to
presents the core technique, i.e., hybrid constraint solve constantstring123456789012345” AND pass= " (note
Section 6 covers test case generation and applies hybridhe escape charactet “ inside), or (2)uname is not an
constraint solver algorithm on the motivating example.-Sec empty string. Obviously tiname<>" " always evaluates

tion 7 concludes the paper and proposes the future work. to true. The trick is that the length of malicious strings

uname<>"



are both 16. Although theeplace function generates es-
cape characters“”, half of the “* " is then cut off by the
Substring method at the end ahassage() . Such deli-

4.1 Background Information

The history of symbolic execution, which symbolically

cate bugs cannot be easily discovered by black-box testinginterprets and verifies correctness of sequential programs

tools.

3 SAFELI Framework

This section presents the overall structure of SAFELI
(Static Analysis Framework for discovEring sqL Injec-
tion vulnerabilities), which is currently under developmhe
SAFELI consists of the following components:

e MSIL Instrumentor: The module instruments MSIL
bytecode of an ASP.NET application for symbolic ex-
ecution. It inserts additional monitoring function at

each location where data members of objects are ac+jon using one example presented in Fig. 2.
cessed. Values of (uninitialized) variables are replaced pgjintinRectangle()

can be dated back to 1970’s [14]. During symbolic execu-
tion, initial values of input variables are representeahgsi
symbolic constraints. Each branch in the program is tagged
with a corresponding path condition. When an exception is
encountered or some system safety property is violated, the
path condition is sent to a constraint solver for generating
the corresponding initial values of input variables. Sym-
bolic execution has been widely applied in automatic test
case generation [17], discovery of Operating System vul-
nerabilities [18], and combination of model checking to an-
alyze heap configurations and data structures [13].

We briefly introduce the idea of symbolic execu-
Function
checks if a point(z,y) is con-

with symbolic constraints. Each hotspot, i.e., the loca- tained in a rectangle whose left top vertex(is, y1) and
tion which submits SQL statement, is tagged to trigger whose width and height arel andh1 respectively. Func-

constraint solver.

e Symbolic Execution Enginétis essentially a wrapper
of the .Net Framework. The execution engine itera-

tively examines the back-end code for each ASP page

tion hasCollision() tests whether two rectangles collide
with each other by examining whether any of the four ver-
tices of the first rectangle is contained in the second rectan
gle. We verify the correctness bésCollision() in the

one by one. When hotspots are reached, a library ofMain() function by calling it twice and swapping the se-

pre-set attack patterns is consulted, based on which
a hybrid string constraint is constructed and sent to

constraint solver for generating vulnerability evidence
(user input).

e Library of Attack Patterns:The module stores a col-

lection of pre-set attack patterns, each of which is rep-

resented using a regular expression.

e Constraint SolverGiven a constraint, the solver tests

guence of two rectangles in its input parameters. We expect
main() function returns without any exception.

Symbolic execution starts at line 19, where all eight in-
teger variables are assigned a symbolic value, and let them
beai, b1, c1, di, as, ba, c2, da. Then symbolic execution
traces to line 21 and steps inbasCollision() where

1: static bool PointinRectangle(int x, int vy,
2: int x1, int y1, int wil, int hl)

3 |

return (x>=x1 && y>=yl && x<=x1+wl && y<=yl+hl);

its satisfiability and generates valuation of variables gf
that satisfy the constraint. Different than other pop- e:
ular platforms of symbolic execution, the Constraint 7
Solver of SAFELI can solve string constraints. Details o
are discussed in Section 5.

e Test Case GeneratokVhen initial valuations are gen-

10:
11:
12:
13:

erated, they are passed to the Test Case Generatof

static bool hasCollision(int x1,int y1,int wi,int hl,
int x2, int y2, int w2, int h2)
{

bool bl = PointinRectangle(x1,y1,x2,y2,w2,h2);

bool b2 = PointinRectangle(x1+wl,y1,x2,y2,w2,h2);
bool b3 = PointinRectangle(x1,y1+h1,x2,y2,w2,h2);
bool b4 = PointinRectangle(x1+w1l,y1+h1,x2,y2,w2,h2)

return (b1 || b2 || b3 || b4);

The module then injects the values into HTML fields 12 }

and posts the web page back to server. It then usesgf :
19:
20:

a heuristic algorithm to analyze the response from
server. When vulnerability is verified, a step by step

. 21:

error trace is generated. 2

23:

. . 24:

4 Symbolic Execution 25:
2

This section presents the Symbolic Execution Engine of

SAFELI. After a brief background introduction, we discuss
the MSIL instrumentor of SAFELI.

static void main(string [] args)

int x1,yl,wl,h1; /funinitialized, or init by

int x2,y2,w2,h2; /le.g., x1=int.Parse(args[0])

bool b1l = hasCollision(x1,y1,w1,h1,x2,y2,w2,h2);
bool b21 = hasCollision(x2,y2,w2,h2,x1,y1,wl,h1l);
if(b11==b21)

return;

else

throw new Exception("hasCollision() incorrect!");

Figure 2. Collision Detection



four variablesbl, b2, b3, andb4 are added into variable
collection. At line 10,b1 is associated with the following
symbolic constraint, letting it b8 :

CL126L2 A b12b2 A a1§a2+62 A b1§b2—|—d2.

Similarly, b2, b3, andb4 can be associated with symbolic
constraints and let them b®,, Bs;, and B,. When sym-
bolic execution returns to line 2b11 is associated with
B vV By V Bs V Bs. bl2 is similarly assigned, and
letitbeB; v By v B) v Bj. When the branch state-
ment (line 23) is encountered, both branches are associ
ated with a path condition. If the second branch is taken,
the exception triggers the string solver to solve path condi
tonB; V Bs V By V By # B vV By, V By V Bj.

An integer solver like Omega Library [12] can easily de-
cide that the above constraint is satisfiable. For example,
one concrete valuation fde:1, y1, wl, hl, 22, y2, w2, h2)
is(1,1,1,1,0,0,3,3).

4.2 Instrumentation

The instrumentor of SAFELI is still under development.
This subsection describes its major design idea. Before
going through Symbolic Execution Engine, MSIL code of
an ASP.NET Application has to be instrumented. SAFELI
relies on RAIL [5] for manipulating MSIL code, because
RAIL provides the capability of replacing types, refer-
ences, variables, and methods. Based on RAIL, the job of
bytecode instrumentor is to inspect MSIL code, locate the

get and set operations on each attribute/property and vari
able, and replace each variable access with a correspon
ing operation that constructs symbolic constraints. Be-
fore each hotspot that issues an SQL statement, e.g.,

class Constraint{
public RelationalOp relOp;
public virtual void resolve();
public Object [] childNodes;

class Expr{...}

class BoolExpr: Expr{...}

class IntExpr: Expr{
public IntExpr addWith(IntExpr expr);
public IntExpr multiplyWith(IntExpr expr);

}

class StrExpr: Expr{
public StrExpr Substring(int startldx, int length);
public StrExpr Replace(String sOId, String sNew);

class SymbolicState{
ArrayList IstVars;
int Loc;
HashTable Map; //mapping from var to expr
Constraint PathCond;

}

Figure 3. Classes Used In Instrumentation

String sqlstat = "™
if(a<2){
sqlstat = "SELECT
+ txtboxUname.Text +

* FROM users WHERE uname="'
Jelse{

sglstat = "SELECT
}

* FROM users WHERE uname='guest™;

Figure 4. Sample Before Instrumentation

call of “SglCommand.ExecuteDataset() ", an additional
“attack _test() " functionis called to iteratively test each
malicious attacking pattern and find out initial values 6f in
put variables.

As shown in Fig. 3, in SAFELI a symbolic constraint is
represented by a class call@dnstraint . A constraint
is composed of basic elements ranging from integer ex-
pressions, string expressions, and hybrid expressiors suc
as sqlStatement.Length<5 . Thus theExpr class has
two derived classesntExpr  (i.e., integer expression) and
StrExpr  (i.e., string expression)IntExpr  supports in-
teger operations such as addition, subtraction, muléiplic
tion with constants, etc. Frequently seen string operation
such asSubstring , Replace , IndexOf , andCharAt are
supported by StrExpr. To resolve pure integer constraints,
SAFELI relies on the Omega library [12]. To resolve pure
and hybrid string constraints, we use a unique string splver
which is presented in Section 5. TABgmbolicState  class
embodies information of a symbolic state: a list of vari-
ables, current location, a hash table which maps from vari-
ables to symbolic expression, and a path condition associ-

ated with the current execution path.
We illustrate the idea and the expected effects of SAFELI

th@ytecode instrumentor (currently under development) by an

example in Fig. 4. The code snippet in Fig. 4 dynamically
generates an SQL statement based on the value of an inte-
ger variable &”. After instrumentation, the resulting instru-
mented code is displayed in Fig. 5.

static SymbolicState ss;

ss.Map[sqlstat] = new StrExpr(");
if(ss.random_choice()){
ss.PathCond.AndWith(new Constraint(RelOp.LessThan,
new Object[] {ss.Map[a], new IntExpr(2)}));
ss.Map[sqlstat] = (new StrExpr("SELECT ... uname=""))
.append(ss.Map[txtboxUname.txt])
-append(");

©CO~NOUTAWNE

10 lelse{

11 ss.PathCond.AndWith(

(new Constraint(RelOp.LessThan,

new Object]] {ss.Map[a], new IntExpr(2)})
).Inverse()

)i
ss.Mapl[sqlstat] = new StrExpr("SELECT ... guest™);
}

Figure 5. Sample After Instrumentation



In Fig. 5, at the “global” level, there is one instance tive Normal Form (DNF), as shown below:
of SymbolicState , namedss. Here “global” refers
to the scope of the C# class that corresponds to the \/ Ii N Bi A\ Si.
ASP page it serves. Each assignment of a variable is i

replaced by the statement that constructs an expression|n the above formulal;, B; andS; represent the integer,
and updates the mapping of the symbolic state. Forpoolean, and string expression in teh conjunction. No-
example, the $gistat=""" " statement is translated into tice that the set of variables appeared;iandB; are mutu-
“ss.Map[sqlstat]=new StrExpr(""); " ally exclusive, however, integer variableslincould appear
The condition in each if statement (and similarly while in.S;. For example, consider the following constraint (let it
loop) is replaced by @andom _choice()  function which beSy):
non-deterministically generates a boolean value. At the be
ginning of each branch, the current path condition is up-

dated correspondingly. For example, at line 5 of Fig. 5, |n this case, we have to solve integer and boolean con-
i.e., beginning of the “true” branch, the path condition is straints first, and then concretize the solution and suhetit
conjuncted with the constraint that corresponds to the if- the appearance of any variablesdnwith the correspond-
condition “a<2”. ing concretized values. We can generate multiple sets of
The design of SAFELI bytecode instrumentor and sym- solutions, and spawn multiple instances of the string con-
bolic execution engine generally follows the idea of S. Straint. For example, the following are part of the con-
Khurshidet al’s work [13] on Java bytecode. Notice thatin Straints generated faf, above. However, note that this
SAFELI we need to execute code multiple times to achieve approach can lead to false negative.
the complete branch coverage, e.g., to execute the code in
Fig. 5 twice guarantees#®% coverage rate, and to execute
it three times guarante€$%. This naive instrumentation
algorithm can be further improved.

1<b5 A j>2 A strl = str2.Substring (%, 7)

i=1A j=3) A strl = str2.Substring (1
V (i=2 A j=4) A strl = str2.Substring (2,4))

5.2 Backward String Image Computation

5> Constraint Solver Backward image computation is the key to solving string

constraints. It is an essential concept in symbolic model
This section outlines the algorithm of constraint solver checking. In the context of string manipulation, we define

module (currently under development). It has two respon- packward imageas follows: given a set of stringg and
sibilities: (1) to decide satisfiability of path constrainand 3 string operatiory (e.g., Substring  and CharAt ), the
(2) to find out the initial values of input variables that lead packward image of? w.r.t. f is the maximal set of strings
to the breach of database security. Notice that our algo- x where for each string € X : f(s) € R. In SAFELI,
rithm is conservative w.r.t. satisfiability — it can repaatse both R and its backward image are expressed using regular
negatives (i.e., a satisfiable constraint is reported as non expression. We now briefly describe the image computation

satisfiable) but will not report false positives. Its imphc  gigorithm for popular string operations.
tions are as follows: (1) If SAFELI reports an error, the

concretized input variable values will eventually leadhe t ° String |ength: The function returns the |ength of a
error if the program is executed as many times as possi- string. Given the following equation

ble; and (2) If SAFELI does not report an error, there might

still be vulnerability in the program because the constrain s.Length =k,

solver might have false negative reports.
wherek is an integer constant, the solutionsois ¥,

5.1 Hybrid Constraint Solver whereX is the alphabet. Similarly, given an inequality
s.Length < k the solution ofs is X0 | X! | ... | ¥k~ 1,

The design idea of hybrid constraint solver is very sim- inin an inequality.Length >= k the solution ofs
ilar to that of the Action Language Verifier [19]. There IS 23"
are three categories of expressions in a hybrid constraint;

boolean expression, integer expression, and string expres ® SUbstring: TheSubstring  (a, b) operation chops one

sion. Each type is represented symbolically. Boolean ex- ~ Substring from source string, starting at indexwith
pressions are represented using BDD [16, 4], integer ex- lengthb. Herea andb are two integer constants. Given
pressions are represented using Presburger constrazits [1 a regular expressionand the equation as below

and string expressions are represented using regularexpre

sion. A hybrid constraint is always represented in Disjunc- s.Substring  (a,b) =,



the solution ofs is X%(r N X?)L*. Heren repre-
sents the intersection of regular languages. It is obvi-
ous that the solution ofis also regular because regular
language is closed under concatenation, intersection
union, complementation, difference, and substitution.

charat: TheCharAt (a) function returns the character
at indexa. Given the equation

s.CharAt (i) =,
the solution ofs is X¢(r N X)X~

replace (character): The Replace (a,b) function re-
places every occurrence @fwith b in a string, where
a andb are two characters. Given the equation

s.Replace (a,b) =r,

the solution ofs is s = 7,5y Whereb/(a|b) means to
replace every appearancebafith (a|b). For example,
if s.Replace (a’ b’ )=b*cT thens = (alb)*c™.

replace (string): Given s.Replace (s1,$2) = 7,
wheres; and s, are two constant strings. The solu-
tion of s is computed as follows: construct a finite state
machineA that accepts. Determinized and let it be
A’. For each state paif;, co in A’ such that there is a
path which could produce,, add another path (states
and transitions) from; to ¢, such that the string along
the newly added path is;. The modified automata
accepts the solution af

string concatenation: Givenr = s; + s, wheres;
andss are unknown, solution of; is generated as fol-
lows: convertr to a finite state machine, now mark

0

"@«'@5@3

2
—
s
-

™
©

: <@ “’@i@f—Q
0% 06
aa

0-6-0

©-0+~6<0
ge
—@ . (©

®
@

,\
o)
c
s
-
o

)

Figure 6. Solving String Equation

Example5.1 Let ¥ represent the ASCII alphabek_ is
definedas_ =X — {'} andX, isdefineda&; =X_U
{"}. In another wordY._ excludes single quote, which is
replaced by its SQL escape characteEin. Consider the
following equation, wheres is used to separate the left and
right hands of the equation.

“uname='" + s+ 3] de:' ”» = uname=’ E+*,

Its intuition is essentially to ask: if we concatenate the
two constant strings (which are intended to test two data
columnsuname andpwd) with s, is it possible to generate
one single condition that tests on colummame only? To
solve the above equation, we can first solve the following:

s 4+ “ pwd=" ” = uname=' X, * (1)
Then we can get from:

“uname='" +s5 = s 2)

every state as a final state. The new automaton accepts T0 solve Equation (1), we need to compute the inter-

the prefix language of, i.e., s;.

s can be solved as follows: given the automatén
that accepts, construct another automateti from A
such that4’ accepts the reverse offi.e., every word
accepted byd’ has its reverse in). This can be sim-
ply achieved by making each final statednan initial
state inA’ and the initial state ind the final state in
A’ and then reversing the direction of all transitions.
Similarly, construct the prefix automaton frasi, and
letit be A”. Construct the reverse gf” and that is the
finite state machine accepting.

Note that the above are “maximal” solutionssefand

s2. In practice, we often have to solve an equation like
r = s + c wherer is a regular expression ands a
constant string. Solving such equations is very use-
fulin generating attack strings. Consider Example 5.1,
which is a simplified version of the motivating exam-
ple in Section 2.

section of two strings: ¥£*' pwd=" " (let it be s,) and
“uname="X " " (let it be s;). The finite state automata
acceptings, ands; are presented in Fig. 6 (a) and (b). Note
that in Fig. 6, " indicates space character. The automaton
acceptings, A s is displayed in Fig. 6(c). Then we study
each state in Fig. 6(c), starting from which there is path of
“ pwd=" " leading to the final state. Readers can verify
that(1,9) and(1, 7) are the only states that satisfy the con-
dition. Then we mark1,9) and(1,7) as final states, and
unmark the original final state in Fig. 6(c). The resulting au
tomaton accepts the solution &f which is expressed using

a regular expression

uname= | uname="(" X_)*

Similarly we can solve Equation (2), and the regular expres-
sion solution ofs is displayed below:

(1 2"



SQL-STATMT

In the above equations;; and sy are the massaged
SELECT-STMT

strings of the user name and password. Note thdioh the
x \\, right of Equation 5 represents a sequence of white spaces.
SELECT ~COL_LIST FROM WHERE Using a similar technigue in Example 5.1, we can get the
\ l solution ofs; as follows:
uname pwd users EXPR %
__________ / (”l E_) )
PR AND, Tl
’/ :‘/ \‘z . Replaces; with its solution in Equation 5, we solve and
\ A/‘/ W~ / ¥\\‘A 1 its solution is presented as below wheréstands for white
\ypame ' abc " pwd " bca "’.' Space_
Tl I L _*OR uname<>'
PP OorR - .. With s; ands,, we proceed to solve Equations 3 and 4.
e A7 . Using the algorithm to solve substitution and substring, we
\ / \\A~ ; can easily get the solution einame as follows::
. Uname =* uname -~ .
.................. (nl 27) 15, E*
Figure 7. Solving Motivating Example The solution ofsPwd is expressed using a regular expres-
sion as below:
. 1Nk
6. Test Case Generation OR uname<>">

where there are 5 spaces befo@.
We now describe the idea of attack pattern library and  Concretize the variablesiname andsPwd we can gen-

test case generator which are currently under developmenterate the evidence of vulnerability, as given in Section 2.
When symbolic execution reaches each hotspot, the tesg

case generator randomly generates some commonly used

strings (not malicious) and instantiates the dynamically :

constructed SQL statement. An abstract syntax tree is7 Conclusion

then constructed, where all table names, column names are

known to the test case generator (ewgers , uname, and This paper has proposed and outlined the main design
pwd in Fig. 7). Then depending on the syntax tree, test caseidea of SAFELI, a static analysi_s. tool Whi(_:h can automati-
generator pulls from the attack pattern library a set of ap- cally generate test cases exploiting SQL injection vulnera
plicable attack patterns and parameterize them with the col Pilities in ASP.NET Web applications. The novelty of the
umn names. The idea of most attack patterns is to enforcdool lies in its satisfiability decision/approximation pes
theWHERElause to be tautology. For example, in Fig. 7, the dure for string constraints. By symbolically executing an
expression used in the originHERElause is replaced by ASP.NET Web application, SAFELI constructs equations
an attack patternCOLUMN = ¥, * OR COLUMN<>"", on strings which match a certain attack pattern. Once fully
where ‘COLUMNis replaced by tiname” for the motivating implemented, SAFELI can take advantage of source code

example. Then the concrete test case is generated, as showfiformation and will be able to discover very delicate vul-

in the following example. nerabilities that cannot be discovered by black-box vulner
ability scanners. Our future work includes completing the

Example 6.1 A set of equations can be established for the implementation of SAFELI and exploring algorithms to au-

motivating example in Section 2, whose SQL statement tomatically enumerate SQWHERElauses.

structure is presented in Fig. 7. Note thatibstr " stands

for “Substring " in the following equations. References

s1 = sUnameReplace(",""). Substr(0,16) @ [1] C. Anley. Advanced SQL Injection In SQL Server Ap-

s2 = sPwd.replace("™","").Substr(0,16) (4 plications. Next Generation Security Software LTD.
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