Web Email Application
​Overview

Write an ASP.NET web application that provides a simple web email service for the user. This service includes a sortable display of all received messages, and read reply links for each message. This application requires four pages: The home page(default.aspx), the mail display page (Mail.aspx), the read email page (readMail.aspx), and write email page (writeMail.aspx). The project has been partially implemented for your convenience.

Technical Specification
Ensure the following controls are present for each page. If any of these controls are missing, or named improperly, the project will fail one or more of the test cases.

Required Control Names
The following controls should be present in Default.aspx.

	Required Control
	ID (Case Sensitive)
	Functionality

	Text Box 1
	txtUsername
	Input field for username

	Text Box 2
	txtPassword
	Input field for password

	Label 1
	lblErrMsg
	Display any error messages

	Button 1
	btnLogin
	Sends the user to Mail.aspx


The following controls should be present in Mail.aspx.
	Required Control
	ID (Case Sensitive)
	Functionality

	Label 1
	lblWelcome
	Display welcome message

	Grid View 1
	gvEmail
	Sortable view of emails

	Bound Field 1
	ID
	Display mail ID

	Bound Field 2
	date
	Display mail sent date

	Bound Field 3
	sender
	Display mail sender

	Bound Field 4
	title
	Display mail title

	Link Button 1
	btnView
	Views the email

	Link Button 2
	btnReply
	Reply to an email

	Button 1
	btnLogout
	Sends the user to Default.aspx

	Button 2
	btnWriteMail
	Sends the user to writeMail.aspx


The following controls should be present in readMail.aspx. 

	Required Control
	ID (Case Sensitive)
	Functionality

	Label 1
	lblSender
	The mail sender

	Label 2
	lblTitle
	The mail title

	Text Box 1
	txtMessage
	The mail body

	Button 1
	btnBack
	Sends the user to Mail.aspx

	Button 2
	btnReply
	Sends the user to writeMail.aspx


The following controls should be present in writeMail.aspx.

	Required Control
	ID (Case Sensitive)
	Functionality

	Label 1
	lblErrMsg
	Display any error messages

	Text Box 1
	txtDestination
	The user to send the mail to

	Text Box 2
	txtTitle
	The mail title

	Text Box 3
	txtMessage
	The mail body

	Button 1
	btnBack
	Sends the user to Mail.aspx

	Button 2
	btnSend
	Sends the email


This application uses one SQL Server database file “WebMail.mdf” for storing information. Examine the structure carefully using VS.Net. In order to use the database, your web.config should contain the following:

<add key="connStr" value="Data Source=.\SQLEXPRESS;AttachDbFilename=|DataDirectory|\WebMail.mdf;Integrated Security=True;Connect Timeout=30;User Instance=True" />

Two tables are present in the database:

tblMessages contains the following:
	Name
	Use

	ID
	Mail ID

	date
	Mail Date

	sender
	Mail Sender

	receiver
	Mail Recipient

	title
	Mail Title

	message
	Mail Message


tblUsers contains the following:

	Name
	Use

	ID
	User ID

	username
	Username

	password
	Password


Grading Criteria

Correctness and Functionality
Your web application must work correctly. All buttons should work according to the technical specification. Your Login button on Default.aspx should look for the user credentials provided, and if they are correct, redirect the user to the Mail.aspx page. It should also filter the input from basic input attacks. 

In Mail.aspx, the user should be greeted upon logging in with the message “Welcome, username!”.
For the Logout in Mail.aspx, this button should log the user out and prevent them from pressing the browser “Back” button to access any part of the website. The Reply button should redirect the user to the writeMail.aspx page to write an email to anyone. The view and reply soft links should properly redirect the user to readMail.aspx and writeMail.aspx respectively. Should they choose to use the reply soft link, it should automatically insert the user to reply to in the “To” field.

For the writeMail.aspx and readMail.aspx pages, the back button should redirect the user to the Mail.aspx page.
The reply button on readMail.aspx should have the same behavior as the reply soft link on the mail page. That is, it should redirect to writeMail.aspx and fill in the “To” field.

On the writeMail.aspx, the Send button should warn the user if they leave any field blank, and should not send the email if any field is blank. On send, the email should show up in the appropriate user’s Mail.aspx page. As with the login page, all inputs should be sanitized.
For every page except Default.aspx, the user should be redirected to Default.aspx if they do not log in first. 

In readMail.aspx, the user should be redirected to Mail.aspx if they visit without selecting the view soft link in Mail.aspx. 
For more information, please consult the test cases on the online project page.
Robustness
The application should be robust against malicious or improper input. In Default.aspx, the following error messages should be displayed in lblErrMsg:
	User Action
	Error Message (Exactly as Shown)

	Username field blank
	Please enter a username

	Password field blank
	Please enter a password

	Incorrect username and password
	Username and password not found


In writeMail.aspx, the following error messages should be displayed:
	User Action
	Error Message (Exactly as Shown)

	To field blank
	Send To field missing

	Title field blank
	Title field missing

	Message field blank
	Message Field missing


In Default.aspx and writeMail.aspx, you should be sure to sanitize the input of invalid characters before using any data. Your application will be tested for robustness against malicious input.
