CSC112 Operating System Assignment 5
Web Application Security Practice
Total: 140 pt
Due Monday (05/03/2010)
estimated 2 hours to complete
PLEASE BRING THIS DOCUMENT TO April 28 CLASS (class meets in Adams 204)

Name: _______________________________________________ Score: ________________________________
What to turn in:
The following check list is to be completed by instructor
(1) Hardcopy of this assignment should be submitted to instructor at the beginning of the class on May 3 (Monday). ___________________

This light weight assignment helps you to gain practical experiences with two popular attacks: SQL injection vulnerability and Cross-Site Scripting Attack. You will learn how to harden PHP web applications against these two attacks. During the implementation, you will also help evaluate and improve the design of an automated grading system called APOGEE.


Part I. Install SLAX Workbench
(Use Adams 204 Lab)
Estimated: 20 minutes (40pt)

Your first task is to install a special SLAX pack on your USB stick. It has XAMPP and one PHP web application called SCARF installed at /opt/lampp/htdocs/scarf. Scarf is a conference management system written by a student from Stanford University. It has a number of vulnerabilities. Later you will have to harden its source code.
1. (Use a computer in Adams 204) Download SLAX_LAB5.tar.gz from Blackboard (Assignment 5) to your USB stick and extract it.
	You can use the following commands in Linux. Note that extraction of a 300MB file can take up to 5 minutes.	
cd /media/your_usb_name
gunzip SLAX_LAB5.tar.gz
tar xvf SLAX_LAB5.tar
2. (Use a Windows computer in Adams 019). Run bootinst.bat in the /boot folder
3. (Use a computer in Adams 204). Now boot the computer into SLAX. Find out its IP address (use e.g.,  ifconfig)
	IP: ________________________________________________________________
	Now start the LAMPP server by executing the following command in a terminal window:
	/opt/lampp/lampp start
4. Visit URL: http://localhost/scarf/index.php and verify that your system is working.
5. Log into the system using the following:
	Uname: stu1@hofstra.edu
	Pwd: abc123
6. Add a paper session called “session2” and then log out. Verify if your “session2” information is displayed (you need to log out first).
Instructor Signature: ________________________________________________________



Part II. SQL Injection Attack
40 minutes, 40pt
Note: for this lab, do not add additional users into the SCARF system!
1. You have to craft a pair of username and password strings so that you can bypass login.php and sneak into the account of xfu@hofstra.edu without supplying a correct password.  Try being creative. Verify your attack on your own SLAX first. (20 minutes, 20pt)
HINT: (1) it is IMPOSSIBLE to play with the password input, because it’s encrypted using MD5 (check source code)!
(2) Use “#” as the comment symbol in MySQL. E.g., (in “SELECT * FROM TBL # hey good!”, the “hey good!” part is ignored by SQL parser).
2. Now, you are going to play the role of instructor and challenge the other students! Your job is to create a test case in the APOGEE system. This test case should let a secure implementation pass, and fail insecure implementations. The basic idea is to encode the attack which you completed in question 1. Please follow the instructions below: (20 minutes, 20 pt)
	(1) Log into http://147.4.180.249/APOGEE1/Default.aspx using account xfu, abc123.
	(2) Enter project “SIA_Attack_YourName” (e.g., if your first name is John, then the project name is “SIA_Attack_John”)
	(3) On the left panel, drill down to Cat1_Req1_Test1. Modify TEST1. Most of the test actions are already there for you. You need to modify some actions (e.g., “enter text”). 
	(4) Log out of the APOGEE and Log in again as (stu1, abc123). Submit your SCARF instance (at this moment it’s insecure). So the grade (of the insecure SCARF) should be 0.
		The URL to use in the submission page is:
		http://YOUR_IP/scarf/
Later, several implementations hardened by the instructor will be submitted to your project. You will earn extra credit if your test case successfully fails these implementations.
Please be patient. The grading service will take 1 minute to finish!


Part III. Cross-Site Scripting Attack
60 minutes, 60pt
1. Your last job is to harden the addsession.php in SCARF to avoid XSS attack. 
	(1) Go to directory: /opt/lampp/htdocs/scarf
	(3) Edit addsession.php  following the suggestions below: The basic idea is to double check the user input. For example, you can use regular expression replacement to capture any input containing “<script>…</script>” and remove the JavaScript snippet. But be careful, do not kill the good guys! (30 min, 30pt)
Check your Monday’s notes for the use of preg_replace().
2. Now submit your SCARF to http://147.4.180.249/APOGEE2/Default.aspx. Use account (stu1, abc123). Find the project with your name in the title. I have listed one sample test case. Make sure that your app can pass it! There will be several invisible test cases also contained in the project evaluation pack. You will be able to see them after project deadline.
NOTE: Please remove ALL existing paper sessions before submission! (Log in as stu1, and you will be redirected to index.php where you can choose the session to delete. After deleting one session, click the “backward” button of the browser to go back to the index.php page if necessary).
Please be patient. The grading service will need 2 minutes to complete.
3. In the following, write down the user input sanitation code that you used to harden addsession.php.

	_____________________________________________________________________________

	_____________________________________________________________________________

	_____________________________________________________________________________

	_____________________________________________________________________________
Instructor Signature:
	_____________________________________________________________________________

