Simple Bulletin in ASP.NET
Overview
Write an ASP.NET web application that supports a simple electronic bulletin. The bulletin does not have to support user management; any interested users can add a post.  The web application will consist of two pages: Default.aspx and PostListing.aspx (as shown below). The project has been partially completed for you, please download ASPBuleetinPoster.zip and start from there.
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Figure 1. Default.aspx
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Figure 2. PostListing.aspx

Technical Specification
Please make sure that the following controls are contained in Default.aspx.
	Required Control
	ID (Case Sensitive)
	Function

	Text Box 1
	txtPostBy
	Contain author of the post

	Text Box 2
	txtTitle
	Contain title of the post

	Text Area
	txtContents
	Contain contents of the post

	Button “Save”
	btnSave
	Save a new post and jump to PostListing.aspx

	Button “Cancel”
	btnCancel
	Directly jump to PostListing.aspx

	Button “Clear”
	btnClear
	Clear all contents in the three text boxes/areas.

	Label for displaying message
	lblErrMsg
	Display error message



Please make sure that the following controls are contained in PostListing.aspx.
	Required Control
	ID (Case Sensitive)
	Function

	GridView
	dgProj
	Displays all posts. It has 4 columns: PostBy, PostDate, PostTitle, PostContents

	Button “Add”
	btnAdd
	Directly jump to Default.aspx

	Button “DeleteAll”
	btnDelete
	Delete all posts and stay in the same page.



This application uses a single Sql Server database file “BulletinDB.mdf” for storing all the information. You should open a DB connection using server explorer (in VS .Net) to explore the database structure. To make sure that your database works as expected, you have to update web.config file about the location of BulletinDB.mdf:
<add key="connStr" value="Data Source=.\SQLEXPRESS;AttachDbFilename=C:\inetpub\wwwroot\ASPPost3\BulletinDB.mdf;Integrated Security=True;Connect Timeout=30;User Instance=True" />







*Important note: if you need to publish your project to your department server, you have to make sure that your DB file is uploaded as well. When “publish website” using VS .Net (Build->Publishing ASPPost), please check the options as shown below:
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Grading Criteria
Correctness (70pt)
This web application must, first and foremost, work correctly!  Each button should work as expected (see Technical Specification). Specifically, you have to make sure the “DeleteAll” button of PostListing.aspx works well. If the button does not work, it will fail all other test cases! In the following please find the list of buttons that you are going to implement:
(1) save button (default.aspx), (2) cancel button (default.aspx), (3) clear all button (default.aspx), (4) delete all button (PostListing.aspx), (5) add button (PostListing.aspx)
For your convenience, the datagrid has been completed for you. Also the save button has been implemented partially (however, subject to sql injection attack). You have to strengthen the code.
Robustness (30pt)
(1) User input validation: when the “save” button is clicked in Default.aspx, you have to make sure that all textboxes have contents. If not, the following error message should be displayed in the “lblErrMsg” control (word by word, case sensitive): Please enter information into all the three textboxes.
(2) SQL injection attack: your application should not be vulnerable to SQL injection attack. You should try to design a user input sanitation function to filter each input. After the massage, the malicious user input should be harmless. Note: in case of a malicious user input, your application should still save the post and jump to PostListing.aspx (the malicious post will be made harmless, saved to database, and listed as a new post in the PostListing.aspx).
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